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50 new satellites are taking to the skies every week

LEO: Starlink, OneWeb, Iridium, 
GlobalStar, RapidEye, … 

MEO: Global Positioning System (GPS), 
Galileo, GLONASS, … 

GEO: Viasat, SES, Inmarsat, Astra, 
Eutelsat, …
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Source: https://eos.com/blog/satellite-constellation/

LEO, MEO and GEO satellite constellations
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5G/6G Satellite Communications Use Cases
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Source: DOI:10.1109/ACCESS.2022.3206862 under License CC BY 4.0
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Cyber Security in Space?  
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SATCOM Security Research Lab Infrastructure at 
Switzerland’s Cyber-Defence Campus
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SATCOM Security Hackathons at 
Switzerland’s Cyber-Defence Campus
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Back a few years ago, 
 
 
our first look at the state-of-the-art  
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ACARS – The short message service in aviation
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SATCOM ACARS infrastructure
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Bad Crypto in SATCOM ACARS
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Eavesdropping on ACARS: Medical Issues
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Eavesdropping on ACARS: Data at Risk
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Maritime VSAT Communications
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A typical marine VSAT system 

Flow of data and interception of a maritime VSAT network 
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Eavesdropping on VSAT traffic
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credit card information

passport and crew member data

crew manifest from a $50 million luxury yacht

Top 20 protocols across all VSAT traffic

A Tale of Sea and Sky: On the Security of Maritime VSAT Communication, 
in IEEE Security and Privacy (S&P) 2020. 
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Signal coverage footprint of a single receiver in Europe
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• Founded by Motorola 
• Deployed in the Late 90s 
• 780km Low Earth Orbit  
• 66 Operational Satellites in 6 Orbits (Plus Spares) 
• Downlink in L-Band, Inter-Satellite Link in Ka-Link 
• Satellite Change Every 9 Minutes (120 Minutes Worst-Case) 
• Voice / Data 
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Eavesdropping on Iridium

Clear-text server connections

Unencrypted emergency services
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Let’s have a look at 
active attacks
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A ground-based attacker injects a crafted 
signal, overshadowing the satellite signal
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Spoofing Satellite Signals through Radio 
Overshadowing

Firefly: Spoofing Earth Observation Satellite Data through Radio Overshadowing, 
in Workshop on the Security of Space and Satellite Systems (SpaceSec23).

Spoofing earth fire 
observation data
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Controlled UAV Takeover via GPS Spoofing

An Experimental Study of GPS Spoofing and Takeover Attacks on UAVs,  
in USENIX Security 2022.
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a) direct signal injection
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Malicious Code Injection on Satellite Modems

b) signal injection via 
satellite relay

c) remote exploitation 
via NOC service

Considered attacker setups

• Satellite end-user modems are using old and vulnerable software 
• Investigation how to inject malicious code on modems by 

exploiting software vulnerabilities over the air interface 
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The need for security countermeasures
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OpenSky Network (opensky-network.org) 
• Petabytes of real-world GNSS-derived air traffic data 
• 6000 registered receivers worldwide 
• Most coverage in EU, followed by US (about 7,500 active airports covered)
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Leveraging crowdsourcing to detect  
GNSS spoofing attacks 
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Crowd-GPS-Sec: Live GPS Spoofing Detection and Localization

• Exploits time-difference-of-arrival at different receiver locations 
• GPS spoofing detection < 5 s 
• GPS spoofer localization < 15 min

Crowd-GPS-Sec: Leveraging Crowdsourcing to Detect and Localize GPS Spoofing Attacks,  
in IEEE Security & Privacy (S&P) 2018.
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Detection of GPS Jamming around Kaliningrad  
during Ukraine conflict

Source: Xavier Olive, https://observablehq.com/@xoolive/gps-jamming
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Orbit-based authentication using TDOA signatures

Orbit-based Authentication Using TDOA Signatures in Satellite Networks,  
in ACM WiSec 2021.

False rejection rates (blue) and false acceptance 
rates (red) at 6 receivers and 5 messages

Performance in Starlink
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• The problem: GEO satellite links exhibit high round-trip times 

• The state-of-the-art: To speed up, performance enhancing proxies (PEP) 
acknowledge TCP packets already at the ground station, but these solutions do not 
work well with end-to-end encrypted VPN traffic 

• Our solution: QPEP – a PEP/VPN hybrid solution based on QUIC

27

QPEP: An Actionable Approach to Secure and 
Performant Broadband From Geostationary Orbit
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• QPEP system architecture 

• QPEP performance 
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QPEP: An Actionable Approach to Secure and 
Performant Broadband From Geostationary Orbit
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Satellite communication security is still not mature in 2023
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Conclusions

Weakly protected data links allow for low-cost passive and 
active attacks 

We need more research on countermeasures to 
protect legacy and future SATCOM systems
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Co-located with NDSS, 27 February 2023
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First Scientific Workshop dedicated to 
Satellite and Space Systems Security


