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About the Speaker: Two Hats

• Day job: Senior Scientist at Cyber-Defence  
Campus of armasuisse Science + Technology 

• Security and privacy research in critical  
infrastructures, in particular aviation 

• Night job: Co-Founder and board member of  
the OpenSky Network 

• Non-profit, crowdsourced air traffic network  
collecting data for aviation research since 2013
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Aircraft are Globally Trackable by Anyone

Image: Flightradar24
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Real Consequences

“Relying in part on information provided by GVA Dictator Alert, Geneva 
public prosecutors opened a formal investigation on Equatorial Guinea 
Vice President Teodoro Nguema Obiang Mangue, aka Teodorin Obiang, 
for suspected money laundering of corruption proceeds. On November 31, 
2016, the Geneva prosecutors seized 11 luxury cars owned by Teodorin 
Obiang at Geneva airport.”
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Buyer’s Movements in Relation to M&A News
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History of (US) Technical Solutions to Aircraft Tracking
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Attempt 1: The BARR Program (2000)

• Blocked Aircraft Registration Request 

• Implemented by US Congress in 2000!! [1] 

• List with safety-concerned individuals  
maintained by the NBAA 

• Ask web trackers (“industry”) to please not  
display an aircraft on the list 
• US-only program 
• Applicable only if a website/industry uses FAA feed 
• NOT applicable to crowdsourced ADS-B data 
• No legal requirement, obscurity at best

[1] Olga Gurtovaya. “Maintaining Privacy in a World of Technological Transparency:  
The BARR Program’s ups and downs in Changing Times”. In: Journal of Air Law and Commerce 77 (2012), pp. 569–603
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Security by Obscurity Never Works
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Attempt 2: Random Transponder ID (2010)

• First implementation of random temporary identifiers, part of 
standard DO-282B 

• Limited to a few ADS-B UAT-using GA under VFR 

• Random ID can be correlated with real ID (Sampigethaya, 2013). 

• Most importantly, FAA recommends against it, as “the operator will 
not be eligible to receive ATC services and may not be able to 
benefit from enhanced ADS-B search and rescue capabilities”
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Attempt 3: The LADD Program (2018)

• BARR by another name: Limiting Aircraft Data Displayed 

• Now the FAA maintains the list directly 
https://www.faa.gov/pilots/ladd 

• Implements the requirements set forth in 
2018 HR 254 FAA Reauthorization Bill: Section 566, Right to Privacy 
When Using Air Traffic Control System. 

• No real technical change

https://www.faa.gov/pilots/ladd
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Attempt 4: The PIA Program (2020)

• Second attempt at random temporary transponder identifiers 

• Now for standard ADS-B 1090ES in US airspace, maintained by FAA 

• Change your address every 60 days, through a very complicated 
bureaucratic procedure 

• Needs a third-party callsign from four different for-profit providers, for 
example “DOT COM (DCM) Callsigns” from FltPlan 

Details: https://www.faa.gov/air_traffic/technology/equipadsb/privacy
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Attempt 4: The PIA Program (2020)

• This, of course, is a mix net! 

• Mix nets work in principle, see for example TOR project, but …
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Attempt 4: The PIA Program (2020)

• Pointed out at the Aerospace Village 2020 

• It does not work in practice because 
• There are too few participants 
• The transponder address isn’t cycled often enough 
• It works only in the US 
• Sensitive aircraft have specific flight patterns (airports, aircraft 

types) 
• They may be highly publicized
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PIA: It’s a Honeypot!

Source: ADS-B Exchange
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Then Came 2022: 
A Story in Several Acts
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Prelude: ElonJet
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Proving PIA’s Utility in Practice
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Act 2: More bots, climate
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Act 3: Astroturfing Aircraft Data
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Act 4: Elon, Again and Again
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Act 5: (Supra-)national Activity
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Act 5: (Supra-)national Activity
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Act 5: Europe doesn’t learn from the US
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Current State of Play 

• Elonjet et al. remain active on many platforms, more people use crowdsourced air 
traffic data than ever 

• Governments, militaries, companies and private citizens regularly must answer 
questions regarding their aircraft use based on crowdsourced aircraft data 

• A lot of lobbying is happening behind the scenes by users and private aircraft 
manufacturers but not a single sound proposal nor an honest open discussion 
seen so far 

• Potential trade-offs with safety must be considered, air traffic control needs full 
information at any time (not about the passengers though)
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The *Only* Current Solution
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