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National Cybersecurity Strategy – March 2023

OBJECTIVES 

This Strategy is organized around FIVE PILLARS:

Defend 
Critical 

Infrastructure

Disrupt & 
Dismantle 

Threat Actors

Invest in a 
Resilient 
Future

Forge 
International 
Partnerships

Shape Market 
Forces to 

Drive Security 
and Resilience

Together with its allies and partners, the 
United States will make our digital ecosystem:

The Biden-Harris Administration’s 
National Cybersecurity Strategy 
lays the digital foundation for a 
more equitable economy, a clean 
energy transition, a renewal of our 
national infrastructure, a 
strengthened democracy, and a 
more competitive workforce.

VISION

Defensible Resilient Values-
aligned
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March 28, 2023 - Titans of the Space Industry and 
Federal Government Leaders Convene at the 

White House
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Space Policy Directive-5: Cybersecurity Principles for Space Systems 
    “…Executive departments and agencies will foster practices within Government space operations and across 

the commercial space industry that protect space assets and their supporting infrastructure from cyber threats 
and ensure continuity of operations.”  

- September 2020

Space Systems Owners/Operators Should: 

▪ Develop and operate space systems using risk-
based, cybersecurity-informed engineering; 

▪ Have integrated cybersecurity plans that can 
retain/recover space assets and integrity, 
confidentiality, and availability of data; 

▪ Leverage widely-adopted best practices and 
norms of behavior; 

▪ Collaborate to promote the development of best 
practices and mitigations; and 

▪ Design space systems to be effective and able to 
manage risks.
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“The Administration remains committed to 
enhancing the security and resilience of U.S. space 
systems, including by implementing Space Policy 

Directive 5..” 

- NCS, March 2023
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Space Cyber Landscape – An Urgent Challenge
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~ 45,000 man-made 
objects in orbit;  

~8600 active payloads 

(space-track.org) 

~5,000 satellites 
in LEO

“Internet of the Sky”

More susceptible to 
ground-based 

attacks

Large constellations 
depend on inter-sat 

communications
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Space Policy 
Directive     (SPD) 
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SPD-2

SPD-3

SPD-4

SPD-5

SPD-6

SPD-7

National Space 
Priorities 

Framework

National 
Space 
Policy

NSM-8

NSM-10

National 
Cybersecurity 

Strategy (NCS) 

National Cyber 
Workforce and 

Education Strategy 

NCS 
Implementation 

Plan
Cybersecurity-

related

Executive Order
13636

NSPM-20
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CNSSP 12 (2007)

NIST SP 800-53

NIST CSWP27 
(Annotated Outline)

NISTIR 8323 Rev.1

NIST CSF

NISTIR 8270 (July 
2023)

NISTIR 8401 
(January 2023) 

NIST SP 800-171
Rev. 2

NIST

U.S. Standards for Space Systems (or related) (as of 8/2023)

Commercial Federal

NIST SP 800-171
Rev. 3

Department of Commerce

Provides steps of the 
Risk Management 
Framework that 
address security 
control selection for 
federal information 
systems

Develops guidelines 
for the management 
of controlled 
unclassified 
information (CUI) on 
non-federal systems 
based on SP 800-53 
controls

FIPS 200
Minimum security 
requirements for 
federal information and 
information systems

Provides steps of the 
Risk Management 
Framework that 
address security 
control selection for 
federal information 
systems

Executive Order
13636 (2013)

Cybersecurity 
Enhancement 

Act (2014)

A method for applying 
CSF to commercial 
satellite operations

Executive Order
13905 (2020)

Approach to 
assessing hybrid 
satellite networks 
(government and 
commercial use)

Implements EO 13905 on 
responsible use of PNT 
services by critical 
infrastructure owners and 
operators with the addition 
5 new CSF categories

Applies the CSF to 
the ground segment 
of space operations. 

Committee on National Security 
Systems (CNSS)

Private Sector Industry 
Representatives

CNSSI 1200 
(2014)

Leverage RMF to integrate IA into the 
planning, development, design, launch, 
sustained operation, and deactivation of 
those space systems used to collect, 
generate, process, store, display, or 
transmit national security information, as 
well as any supporting or related 
national security systems.

NSD-42 (1990)

National Information 
Assurance Policy for 
Space Systems Used 
to Support National 
Security Missions

** Does not include space launch 
related standards/regulations or 

international standards

* Does not include every relevant 
government or non-government entity

Cybersecurity 
Maturity Model 

Certification 
(CMMC)

Department of Defense

NIST SP 800-172

Provides federal agencies 
with recommended 
enhanced security 
requirements for protecting 
the confidentiality of CUI

Assessment framework and 
certification program based on 
NIST standards for DoD to verify 
that contractor information systems 
are compliant with security 
requirements

SPD-5 (2020)
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U.S. Space Industry Roadshow
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CA (April 26) 

- Partic: 40 

- Companies: 
22

CO (July 19) 

- Partic: 60 

- Companies: 
28

FL (June 29) 

- Partic: 45 

- Companies: 22

DMV (June 9) 

- Partic: 62 

- Companies: 31

TX (August 15)

Total (as of  today) 
Participants: ~270 
U.S. Industry, Academia, Industry 
Associations:  ~120

International 
(August 8) 

- Partic: 55 
- Companies: 13 
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How to Get Involved:  
White House Open Requests for Information (RFIs)
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ONCD-Reg-Harm-RFI-Final-
July-19.2023.pdf 
(whitehouse.gov)

OS3I-RFI-Embargoed-
Until-08102023-0500EST.pd

f (whitehouse.gov)

https://www.whitehouse.gov/wp-content/uploads/2023/07/ONCD-Reg-Harm-RFI-Final-July-19.2023.pdf
https://www.whitehouse.gov/wp-content/uploads/2023/07/ONCD-Reg-Harm-RFI-Final-July-19.2023.pdf
https://www.whitehouse.gov/wp-content/uploads/2023/07/ONCD-Reg-Harm-RFI-Final-July-19.2023.pdf
https://www.whitehouse.gov/wp-content/uploads/2023/07/ONCD-Reg-Harm-RFI-Final-July-19.2023.pdf
https://www.whitehouse.gov/wp-content/uploads/2023/08/OS3I-RFI-Embargoed-Until-08102023-0500EST.pdf
https://www.whitehouse.gov/wp-content/uploads/2023/08/OS3I-RFI-Embargoed-Until-08102023-0500EST.pdf
https://www.whitehouse.gov/wp-content/uploads/2023/08/OS3I-RFI-Embargoed-Until-08102023-0500EST.pdf


WHITEHOUSE.GOV/ONCD/ 


