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CYD Campus Research on Aviation

• Three types of partners on this topic 
• Universities – research collaboration 
• Government/Military – stakeholders/users/regulators 
• Industry – research, knowledge exchange, disclosure 

• Published over 60 papers in 10 years, with 50 co-authors from 
more than 20 institutions 

• Currently over 10 students working on various aviation security 
topics this year – stay tuned for exciting practical results on TCAS, 
CPDLC, ADS-C, MLAT and more! 

• Note: This is a long-term government effort using significant 
resources, but many lessons should apply across the board.
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Aviation Comms: Cyber Research
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Trust
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Hacker Community: Traditional Security View…or how not to build trust
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Aviation Community: Traditional Safety View …or how not to build trust
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Strengthening Trust in Your Research

1 Academic Approach
Conduct your research in an 
academic and scientific manner. 
Try to avoid sensationalism and 
grabbing headlines. Disclose 
responsibly.

2Thorough Evaluation
Conduct a thorough evaluation of 
the implications for air safety and 

security. Don’t look at one 
element of the system only and 

assume aircraft are falling out of 
the sky.

3 Visibility in Aviation
Make yourself visible to the 
right people such as 
regulators, industry leaders 
and aviation security 
professionals, to establish 
your credibility.

4Real-World Evalulations
Convince people that attacks 
are real by building and using 

labs that are as close to the 
real-world as possible, to 

evaluate exactly how effective 
they are.

Building Trust in Aviation Research
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It’s hard!

IT TAKES TIME. A LOT OF 
TIME.

IT REQUIRES PERSONAL 
CONNECTIONS.

IT’S EASIER AT THE 
GOVERNMENT AND 

MILITARY.

NECESSARY TO 
SOMEHOW GET AN IN 

WITH AVIONICS/DEFENCE 
COMPANIES.

COLLABORATE WIDELY! GO TO AVIATION 
CONFERENCES OR RUN 
YOUR OWN WORKSHOP.
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Example Disclosure: Positive Example

Reported credit card issues to several airlines back in 2016. 
Successfully fixed (eventually, picture below from 2019)!
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Example Disclosure: Negative Example

Reported ACARS encryption issue [1] on 6th 
Dec 2016, with a reply on 9th Feb 2017, 
indicating no further action would be taken

“The obfuscation function described in your 
research paper does not remediate any of the 
privacy disclosure observations you claim.” - On 
the claim that this cipher protects sensitive data

“Neither industry standards nor regulations require 
keys to be recycled” - On the lack of rekeying

[1] Economy Class Crypto: Exploring Weak Cipher Usage in Avionic Communications via ACARS, Matthew Smith‚ Daniel Moser‚ Martin 
Strohmeier‚ Vincent Lenders and Ivan Martinovic. In International Conference on Financial Cryptography and Data Security 2017. Springer. April, 2017. 
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Example Disclosure: Negative Example

“‘users’ are not ‘unassumed’. The users of ACARS 
[…] are all aware of the use and features of ACARS”

This is the ‘obfuscation’ function as 
confirmed by vendor in follow up emails
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Aviation Security Labs: How To
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Original Motivation: Real RF Attacks

• After a decade of affordable (i.e., non-Electronic Warfare) 
security research into RF/avionics cyber attacks in aviation 
• ADS-B/Mode S/SSR 
• ACARS 
• MLAT 
• Collision Avoidance 
• …  

• Typical responses of aviation experts(?), academic reviewers 
• “Cannot be done in a real aircraft / ground station” 
• Redundancy, some black (box) magic will prevent attacks
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Until Now: Avionics Simulated with SDRs

Attack Avionics
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Related Efforts

Crow, Sam, et al. "Triton: A Software-Reconfigurable Federated Avionics Testbed." 12th USENIX Workshop on 
Cyber Security Experimentation and Test (CSET 19). 2019. 
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Avionics Lab Efforts around the World
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Challenges in Building an Avionics Lab

• Novel problem: 

• No references, unchartered (public) research ground 
• Closest similar projects at OEMs such as Airbus, Boeing, Pilatus 

• Not accessible and not really comparable 
• Some avionics manufacturers even boycott testbeds 

• Trade-offs: 
• Realism 
• Cost 
• Complexity 

• Overall Costs: 
• Quickly in the hundreds of thousands of dollars 
• Serious deliberations to just buy an aircraft…
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1. Certified avionics hardware, believing it is deployed in real 
aircraft, and conducting real flights 

2. RF interfaces accessible through antennas 

3. Ability to conduct RF attacks, including 
• Spoofing, jamming  
• Fuzzy testing of hardware / interfaces 

4.   Extensibility 
• We started with TCAS, ADS-B/SSR transponders, GPS 
• Should be modular, allow for new units/technologies

High-Level Concept of the CYD Lab
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Concrete Tech View

Collision Avoidance Transponder GNSS

Flight Manage-
ment SystemARINC 429 Databus

A/C data (baro-
metric altitude)
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Safety First!
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The Original Lab Assembled
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Preliminary Evaluation: GPS Spoofing
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Prelim. Evaluation: ADS-B/TCAS Spoofing
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Extension 1: CPDLC
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Extension 1: CPDLC
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Extension 2: SATCOM/Iridium

GSR 56
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Extension 3: Bluetooth/WiFi EFB
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Extension 4: MLAT
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Avionics Lab in Practice

• Used in person already by researchers from  
• University of Genoa (Italy) 
• ENS Lyon (France) 
• Northeastern (US) 
• Many Swiss students (EPFL, ETH, ZHAW) 
• You? 

• Forthcoming results on all supported technologies 
• CPDLC 
• TCAS 
• ARINC 429 
• Iridium 
• MLAT
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Takeaways

31

Simulations are great but we need to take the leap!

Our lab is certified and supports radio communication!

It’s for research - contact us!
It is available for collaboration and we would love to do research with you.

To overcome the doubters, our lab supports real-world RF research 
(and more) with certified avionics hardware.

Lots of radio-frequency security research has been conducted in 
simulated hardware/software but no (public) real-world tests are available.

1 

2

3 

Contact: Martin.Strohmeier@armasuisse.ch

4 

Building trust is hard but necessary and worth it
Do good work, build and leverage personal connections (e.g., those made 
at the village) to produce meaningful and impactful research.

mailto:Martin.Strohmeier@
mailto:Martin.Strohmeier@
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